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Drive-by Download I E& & (2
What is “drive-by download attack?”

o FILT=EGumblartd*.ru:8080&ICR LN B KL%,
I DHEHRETRAVWTEEHAIRIITEE
WebR—ST7HHRIZEEENETEE , RIRHIC
[FHREZEI—FDRTZSEDLIBHEZST
Like Gumbler attack or *.ru:8080 attack, attacks
to client that access to the webpage where
malscript(s) exists on and finally malware is
executed.

— FERBLEEREZAVTHEGEREFTOILIED

EL RBENERLTWNDECATLHA=0. R
[SHFHEL




REINF-RN—2DHE AEH

| Example of modified page

COobLIEHRSASN TR

& kid.todo.gr.jp:22 - wakatono@kid: /home/wakatono/g VT
3> MO—-IUQ) D4 ED(W) ~AILT(H)

/ not modified ©

B“(qfw E3><81>
{ ’E"“ 82><B5>XE3><82> \..4/\

P<B3><GEX<ES 93\<BB\’E?>’91/\AEz

wakatono@kid: /home/

D4 ESW) ALF(H)
TS e < lendi 11—

A = IS | 3><81><93><E3
BS/\E ><2/<A4/’E°2 83><88>XE3><B1>XAE><EA><BD><ICH<EB><88><JO><EB><IBX<E
\E’B/\o'5><EB>_”EJ\< 31 >CAE><ES><88><A9>CET>< 34 ><A8><EB><B3>< 95><EZX< 1<

Zob [FRE A SR
CE3><81><84>E3>< 8] < A6 MIBKES <81 <93 ES< 81 < AEXES< 82 BB XES< 82> Ad

/ mOdIerd ®
KE3><81><AE><E4><BD><9C><EB><88><I0><EB>< IB><BI<EB><B3>< 95><E3><33>< BB >[I 1=

CED><8BADET < GOADEB BB EDEDURNEDBDADESD BB b R Q<) | |

7\ 007\

1></a><! [endif]--

fa><![endif]-->
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FATE RER 2
Why doing Fixed Point Watch?

AR DBEAZTHONIY A, EHDBEITLYSEEIZSELTUO =Y (k
/ Previous web page is that | accessed frequently for a reason.
— ST TSI TIE#EF 17O ERALELAN
ZOéLEOL&;?ﬁ K HB. KasperskyBk W 770 77—L &EBICREEZBLA TS
Ly o
/ Jul 2010, When I'm accessing that page... Kaspersky AntiVirus
(KAV)noticed me that web page was modified maliciously.
— ERBRLT<NMFEL 7=/ KAV disinfected.
— RNR=—Y%HERLEL IR D LIGERLOVABNEMENTELZ(BTASA TV /
Curious modification was identified on that page
2010F7AEBH21C7 VAL, RS ARBMNGELIEOTULVELE:
/ Other day in Jul 2010 © , previous web page modification is removed
— [Es.EBLIZAT, ST HITHh—
ADBIZ{Tof=5. £f-Kaspersky#kIZ kb T7IT7—LH A
/ Other day in Jul 2010 ®, KAV noticed me that web page was modified
maliciously too.
— RI—OURLAPLNIZY PN TEM oY >InlEEMLLY !
| Same web page has malicious modificated data or not, it's strange ®




FATE RER 2
Why domg Fixed Pomt Watch?

—
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e LY

~\

afly

| :EE/\J’C%Q'?’CIZJ:
FCEAELN / All's grist |
ithat comes to his &

Mill © -pe= Important! |

| Same web page has malicious modificated data or not, it's strange ®




£R8Y A~
Web site that i1s watched

¥

FTUVFEA.REFT
Sorry, secret ®
— E2%. blogy—ILEONTHEITBLRAS

Iooks that site iIs managed by blog tool.

- BEELIECATRERKEDERZ L
| don’t think web site owner repairs his own
web site according to my advise.

—gj&g?’%lhﬁ'bu%l T IEALTHADLSDH
\; 0
| wonder whether that site is accessed by
others except me.

10



E REGHDOEAR & A

£ RIHARS : 2010/07/31~10/25 (f##5H)
Watching from Jul 31, 2010 — Oct 25
2010(continuing)

7#i% [ Method

— woetZzE 5 12R179 % (FE)
Executing wget to that web site.
¢« WSASNTLDIEFHN—TFWgetTH U A—R—greptT7
A IV A X THRS AT HER
Obtain that web page and check particular string and file
size to know whether malitious modification exist.

— BWEITHLT, iframeTRRISNSNBTZR TRIFAZERFS
If possible, get a sample of malware downloaded by the
malicious contents ( e.g. iframe tag, JavaScript code )
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$EERIE / Result

e IIF TEHLTE
| got it!




N7 / Result

v

E1T7/\1FJ(EXE)27E$E
2 PE binarys

jard A IL2t&%E

2 Jar file.

EENAFTVDRSATHHTMLI 7ML
JavaScriptZ 71 IL> <
some HTML files and Javascript files for
malware download and execution

BE DDAV TREEWVNTERAUIEER
/ Domain information where host of malscript
and malware existed on
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WEQ—FZE TR A2 (1/3)
/| Domains for Attacking(1/3)

monovideo.ru
acani.in
fastlist.in
tiocp.info

analyticsystems.in

browserdomain.ru
bsdmvideo.ru
domains-connector.in
flash-service.in
1099hsd.co.cc
bbgtr.com

2010/7/31LARI
2010/7/31
2010/8/1
2010/8/4
2010/8/5
2010/8/6
2010/8/8
2010/8/8
2010/8/13
2010/8/15
2010/8/23




WEQA—FZE TR A1 (2/3)
/| Domains for Attacking(2/3)

gddff.com 2010/8/25
www.kassvikiss.com 2010/8/29
rtyyv.com 2010/8/30
webservis.in 2010/9/3

myvasvaz.com 2010/9/4

pleasedontban.info (*) 2010/9/12
trophyfinal.com 2010/9/13
WSUS-services.com 2010/9/15
ravapow.co.cc 2010/9/19

jumypoc.co.cc 2010/9/21
mydipox.co.cc 2010/9/23




WE—RHFELNT=F AL (3/3)
[ Domains for Attackina(3/3)

jasidoc.co.cc 2010/9/24
dopopes.co.cc 2010/9/25
hewalyt.co.cc 2010/9/29
nesyzef.co.cc 2010/9/27

niqyjod.co.cc %@Tﬁ%ff\ﬁ/z tlﬁl%”""”&% H’Tgs-g— .. 12010/9/27

productfiles.co.cc: 2010/11/1

Mainsite.co.cc: 2010/11/4 2010/9/28
cavygaw.co.cc 2010/10/4

fitozam.co.cc 2010/10/7
quqikap.co.cc 2010/10/8
tofarom.co.cc 2010/10/14
flashmonitor.co.cc 2010/10/20
audo22s.in 2010/10/22

juvidar.co.cc




COFERMoHMNEIE
| Checking Results

s WEHAIBYZH-OTLVS(!) / Attacker
switches the site for attacking

— ¥935 B T34ADKR A2 (?) Z SR | 34 domains(?) while
3 months.
« ., E2EEICWebR—I TMDEE / at same URL ®

« WERA®DIiframeRJ LRYYTrDIEA /BIRAAIZIY
HIHEMNRZ A CEEH D]

/ Inserting/Removing timing of tags or scripts for
attacking looks curious.

« R—UIEE(BEEE)IIZHKDOLNTEHL
[/ Web site owner won'’t find out this modification
— [OVWTELEIHEIFXIEFE>T(ry

17




S[fTEDOLER

[ Why don’t know??

Ti(1) term: multiple client(s) is permitted to access ®

Web Site State Ti(n) term: only one client is permitted to access ®

Infected

Ti(n)

Ti(Ly T
l i(1)y Tm(l‘ N

not
Infected|

Tni(n)
e s——

« Early term: attacker(s) leave modified site as infected state for a while.

« After a while: when attackers’ system detect 1 victim client accessing to infected web
site, infected site is changed no infection by that system ( my assumption ©)

After accessing to infected page and downloading malware, that page turned no infection.

Timeline

1§



WZZ{EMm) / Trend

|

Z 1L TLNAE/ N A—2
[ Various Attack Pattern

20



WESAMAAERL TS

77 EAHRDEE

— 1ET7JF®ALEIPPRLADNGIETIERAAT]
| Access denied from IP address once accessed ®

B—03A47 2 bm b, Proxyf2HY HE7 VA K== 5%

access from client with same IP, access rejected, but access from client using proxy or not using proxy ,

both access was succeeded

yoda=h|
— —ET7VERLEIPTRLATET VEREHH
/ Access permitted from IP address once accessed ©
WEENEYAAZEEICESILSCEo7=?
Attacker felt dull?
&2
— —EE-ofzURLIZHLTIE, &ZEMIZGooglelZUF AL IRENZ LS5O T YERLTLNS
/ Access from IP address once accessed is redirected to Google ®
&3
— RAFEDKEBY—ILIZT—ETIVEASNEERICY—ILANDURLZESICLTLVS/ Attacker
makes URL once accessed from client not to be accessible ®
WE
— LEOWRREAIELELTLSIREE /| mixed status @

2]



FIFASN DAL (?)DFFE

‘L [ Domains(?) used by attacker(s)

« EEPEAIL., .in FASUNZ M of=
| Firstly, many .in domains(India ccTLD)

e JRIE.com,.info,.ruzDt;BTE

[ Secondly, mixed TLD .com, .info or .ru.
e ExUT[L. *.co.ccHhZLD

/ Now, many *.co.cc domain ®

— co.cc provides free hosting provider ®

22|
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WWW.CO.CcCD Iy T R—
/[ WWW.CO.CC contents.

(@ co.cC S5t domain - B, KA DIFERE, T213 DNS F81E F A > BE, BHTES AL EFHE: - Windows Incarnet Explorer
I - — - e -
@@v |‘R http://www.co.cc/ '|§|‘1|X||‘3 P v|
x @xm - BER
o BEEAD | b @ETTOUA L v ] BOEER KBTS,  p] BRSE SEcom- .. £] Web 252 05 ¥
BE|-| @amEmE - Fy 2. | @ CO.CCE domain -... x B~ B O &~ A=3@) > -I7/S) > YO~ @~

-

B -

Whois | Transfer
CO.cC

F oty R BRSO ITESEOSA1, | P HEIER | Help center E
[AUTHENTIC & SECURE] FAAOHRE | FAOHBE | Referrals | Free WebHosting

.co.cc Global Stats :
Accounts | 3,392,085 Get a Free domain with DNS service!

Domaing| 6,990,512 .co.cc free web address works exactly like a .com
Records 6,322,975

onGoogle| 9,330,000

e WWW. .Co.CC | tBTEariE2d5 | BulkCheck
My Profile
Security Setting
Manage Domain

e.g. www.myname.co.cc, Frangais.co.cc, \darn.co.co Vrkpaceka.co.ce, S co.ce, imslcoce, B=aleo.ce
CO.CC supperts english or non-english languages.

A * Referring Sites G) Co.cc Domain Service Fees

Spam-orN:.:.se ;igizggzh,xmlwi_zeﬂ‘ﬁ#_ ers
KEEFIZDY—EREFE>TNDEHEE
/ | guess attacker(s) use this service.

230 Domains 520 | 15%+

Control Pan

AND mora dnmaine!




MR )T

st D ZE(1/3)

| Obfuscated scripts (1/3)

e FRIEINTLVASE D / Obfuscated ®

L: kid.todo.grjp:22 - wakatono@kid: /home/wakatono/g VT

(=] E e

I7AILE) |E(E) FE(S) I>HOIKQ) D-r»FOMW) ~ILTH)

<html><head><title>404 not found</title></head><body?

b id="kisprosnul=o da netzkod” style="displayinone; >ATALZ3A108A1274454105498410044844741
0344TABAATAABATOTAT 2040941 1041 2141 004984094404 10341084123410848241 19410541 2143743644541 84
4440440 A40ATAALALDAALAADAALAADAARAADAT 2141 274110440411 84T A40A4 04404404404 4044084044544544
bA123A108A127 A45A1 2044044844 0A4TAT 0141 2141 2141 20A00AB4AR4ABT AL OABEABDABTALZABRAT01A1 264105

3611049843041 1041 10434A117AS4A07ABEA1 26410141 2545041 2644841 204108498A111A108A6044 3445452
AT1ABZA103410841 27 40432871 AB1AS]AG1ABTAL3ALEARDARIABZALTARDABOALZARTASLAB0AGIASTAB1AI20A]
Z0A111A97AT00AT10ABIASIAT2EAT01ADBA1 21 A08AB0ARDAI0BA120A10BA40A09A 984994104447 A04ATA40A404
AbA40h40 840440 A40AALA4DAAEA4EAARATO0ATOTA4BADTAT22AT00A09A105A08412243049941084A12341004106
4108412149841 27ABBAT00ATA1 0843844741 2041 2ABTATOBADBAT 04447 AB0A4DA48A4 8440447 AB4A10041104
12749841 264984 107A1 21 A4DABBADIAT Z1A1 0441 2740041044121 A40AT2A11TA120A0TA98A12TA104A127 44743

GA4BAT1BATA4DA4DL4DALDA40A0A40A4DA40A40A4D40440040A4 0040412141 2TA11CA404118A7A4044504504
CAAAAEAAEAAEAAC AL A A AAC AR AACAA AT AL G ACAACAAEA 5201 A0MTHTUARAQRMAEAA0IACATNEAO0AT 10T

DA9BA1 0449941 21ABLATL0A1 ZTAL

AT 2AATASBALTA4TA 3BA4T AT BABOAA ) — g m > W~
4bh4bA08A3EA1 10497410841 26415 — ‘ — ~
D0ALOBASLAT BATBATLA4TASEA4T A4 =
A3BA4TATSALEASEACLABL A4T A3BA4 x Il AS AN

AATASSALTAT SATZALTASBALTAAT A
4b44b44644544544544544544544Y
SA4TA4TASEAATAT Z0AATASBALT ALY

n
Th1 2043645447 A4544044504b4450
bASTAL04436445411 3445446445647 / F e e I V I tal @
%5&45&45&45&45&123&108&12?&4‘

SA1Z1AL04AT 249741 0449641 044

SASIA4TASBADAATALDA40A4BAGL
4108412641 26410041054454488464474110437 4126447 A38A4TALO0AL05AR0AE3ATEA4TASEA4T A4TATBALTAT
SABZATBALSALTABLASZABTALTA4TASEALTA4TASBALTALTAT 2A32AC0AB0AT 3AB0ABZATIA02A4TASBA4TAATASSAL
ThT2ASZASZABTABLALSALTASEALTABLAGBATEALTASEA4T AT ASBA4TALTADEALEA4T ASBALTATSADEAGEA4TADLAT
40445046445445440445440445045445445445440040445440445445445438003480447 A9TA4TASSA4TA4TASE
10643841 084 38A4TAL 20447 A3BAATALTASEA4TASOA4T ASBALTALLIOAMTASEA4TA4TASEA4TAT 01447 AB0ASTA120
SBALAAALATT 2444110410841 21411041 0144543741044 364454118410341084123410845249949841 2043743
BA4bAb4A46411 24T AbAADA4DA4DA4EAAEA4DA4DADA4A4DA40A40A4044044DA112ATA40A40A4044544544544
bh4bi4bA4bhdbAdbAT1 204541 04497412641 04445411847 A454404404454454454454454454454404454454454

e — p— e —

24




WER )T EEEFRIE D ZEE(2/3)
| Obfuscated scripts (2/3)

e FESEIESN TULVGZULNE D / Not Obfuscated

L+ kid.todo.gr.jp:22 - wakatono@kid: /home/wakatono/g VT —ﬂ_‘:' El X
774MJ WE(E) W|EES) 2> bO—IQ) TorEIW) ~ILT(H) ‘
Khtml><head> </ head><body> -

var info = navigator.uzerigent;
var ns = false;
var nSB = false . o
e = ( 1nf0 1ndex0f( WSIE™) > 0 && _info.indexOf (" Win"™) > 0 && _info.indexOf(
| Wlndows 3 1 1<
V> fmoripty
<comment >
<scr1pt language— “JavaScript” type= text/javascript ><|-- i
ng = (nav1gator appliame . index0f (Netgcare™) >= 0 §& ((info. index0f(

Fscript lanzuage="Javadcript” type="text/javascript ><!--

Min™) > 0 & fo ndeXOf( Winlf”) <0 && Java lang Syatem.zetPropertyl "om, ver510n ) .inde

XUf("3.5") VI (Cinfo.index0f ("3un™) > 0] (_info.index0f("Linux"J > 0) ] (info.in

)V)l/_hd)b\(-j-b:b:usl/b;h/f&(/\
/ Feel no vital ©

WIDTH = "0” £
HEIGHT = "0 " +
‘zcriptable=falze ' + -
) ‘plugingpage=" >xm
>0
- faeript>
H ___________ _E=
T — — p— s 1

29



WER )T EEERIE D ZEE(3/3)
| Obfuscated scripts (3/3)

o EFFIESNTULVNS ?H @ / Obfuscated ?

Lt kid.todo.gr.jp:22 - wakatono@kid: /home/wakatono/g VT |ﬂi‘]

[Z7OLE) ®|EE) JEGS) I>PO-IL0) DrEIW) ~LT(H)

var bageBiChars = new Array('4°,'B°,°C’ D7 ETF G UE L R0, P -
QRS K  al Tk, RN .

Far reverzebazebdChare = new drrav();
for (var i=0; i < bazef4Chars.lensth; i++) reverseBasef4Chars[basefdChars[il] = i:

war baseBddtr; ‘
war bazeB4Count

function getBagebdtriztr){

bazefddtr = str

|baseG4Count

el N LRI R S *L% £EDOD

| 1f (bagebd

var nextCha

U REBLO AL

if (nextChe

|return -1; .
| [ Feel Vital, but n n :
function ntos ee I a , u O Se Se [ ] p
n=n.todtring
it (n.lenst
n="%"+n;
Leturn unescape(n) ;

26|



BGLI=RIL2T 7N 1F)D
758 (1/2) / Obtained Malware binary(1/2)

« EXEZ#% 7t 7 )L (objdump —D)
/| disassemble PE binary

kid.todo.gr.jp: 22 - wakatono@kid: /home/wakatono/g VT |ﬂl"_33'J
SrOLE) BE(E) ZEE) 3OO DrvESW) ~LIH)
40110a: ] ret -
| 40110%: 42 ine Bedy
40110c: 3T 63 04 xor  Oxd(¥ebx) .¥ah
| 4110t It e Teds
401110: 3763 04 xor  Owd(Bebx) ¥ah
| 4011132 42 inc edx
401114+ 3763 04 xor  Owd(Bebx) ¥ah
| 401117: 47 inc  fed
401118: 32 63 04 Xor (e (Febx) ,¥ah ‘
40111h: 42 inc edx
A011le: 32 83 04 wor Oxd(Febsd ¥ah
L 2 e e Beblaeb) gah - e =
: xor ed (Bebx) Fa
401133 i3 fnc  feds @ E %'_'
401154 32 63 04 xor [cd (Rebx) , Xah I n C ) XO r L, \JL
401127 42 ine edx
ﬁgﬂgg i% 53 04 xoT %Xﬁ(%ebx),%ah = .
: inc edy
il oo e Bkl o / InCc and xor continues
: inc edy
4011302 32 83 04 xor cd (Reb) , Fah
401133 47 inc  fedx 7] ‘X .
401134 : 32 83 04 xor et (Febx)  Fah H I L \
401157 iz ine  Feds E += CU r|OUS
401138: 32 83 04 xor Oxcd (Hebx)  ¥ah
A0113h: 42 ine Fedx
| 40113c: 32 83 04 xor Oxcd (Hebx)  ¥ah
40113 42 inc Bedy
401140: 32 83 04 xor Oxcd (Hebx)  ¥ah
4011432 42 inc Bedy
401144 : 3% 63 04 xor  Oxd(¥ebx) .¥ah
401147 42 inc edx
401148: 3T 63 04 xor  Oxd(¥ebx) .¥ah
A0114b: 42 ine Bedx
—— — —— =

27



BGLI=RIL2T 7N 1F)D
758 (2/2) /| Obtained Malware binary(2/2)

B 1S

E1-EXEZ# 7t 7 )L (objdump -D)

/| disassemble PE binary

L: kid.todo.gr.jp:22 - wakatono@kid: /home/wakatono/g VT

= [ B

= e

sub,push,lods®E
/ sub,push and lods continues
—ZNFE=HEIELLY / curious too

F71I(E) E(S) Do FI(W)  ~ILT(H)
401104: cd ret B
401105: 29 21 sub  Resp, (Recx)
401107: b6 push esi
401108: ad lods  Bds!(Resi),beax
401109: 29 21 sub  Besp, (Recx)
40110b: b6 push esi
40110¢: ad lods  Bds!(Resi),beax
401104: 29 21 sub  Besp, (Recx)
40110f: b6 push esi
401110: ad lods  Bds!(Resi),beax
401111 29 21 sub  Besp, (Recx)
401113: b6 push esi
401114: ad lods  Bds!(Resi),beax
401115: 29 21 sub  Besp, (Recx)
401117 b6 push esi
401118: ad lods  Bds!(Resi),beax
401119: 29 21 sub  Besp, (Recx)
40111b: b6 push esi
40111c: ad lods  Bds!(Resi),beax
401114 29 21 sub  Besp, (Recx)
40111F: b6 push esi
401180: ad lods  Bds!(Resi),beax
401181 29 21 sub  Besp, (Recx)
401123: b6 push esi
401184: ad lods  Bds!(Resi),beax
401185: 29 21 sub  Besp, (Recx)
401187: b6 push esi
401128: ad lods  Bds!(Resi),beax
401129: 29 21 sub  Besp, (Recx)
40118b: b6 push esi
40118c: ad lods  Bds!(Resi),beax
40118d: 29 21 sub  Resp, (Recx)
40112F: b6 push esi
401130: ad lods  ¥ds!(Resi),Beax

28]




F£ &8 / Conclusion

WLEZATZITTEHZRRIEL TS
Z M HhBDrive by Download B2
/ Variation of drive by download
attack can be checked in short term
watching.

29



Elllll
v

LI |

ERBAB LIUOEISHERE
| Checking Result(s)

o WEENFI—UMNALNIELEEHDIZHELTLNS
/ Complex attack pattern .
— BSASNTVDERFEEITEVEAHD
/ two sta@e, modified maliciously or not modified.
S>FEENEH EFHLTIEELTELL ALV ERE
— REASNTVSFITHEZACEN TSR ESALDRALUHNEEBLT
L)% / many site for attack tools and attacker(s) switch them
« wgetthEDEMAGA Y A—RY—)LEE T, BEICITERAEIEER
*Lf&<7'8~’3'tb\%) / wget that is used with no craft is useless ®
- MEERF—HBEOEHAICHES-(IETIEANHIP7RLRIC
lia*azéa_o'awab\_tb\ﬁ;%ﬁ—&))
/ Think to obtain such malware(s), think “One shot, one Kkill”.

— IER. UABRIGDIRE
| At least, Fake User Agent in your download tool(s)©
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%I /| Workaround

o BRI =ODWKRIIEATR
| Activity for avoiding infection works well
— J TICHERL TS ECAIL, RDERFFTIELZ / Sites that
already do these works, check and renew these works
: ,,.,_%L,T—h\t M DFERIL, ZA=2 7 %3 bLI-(BHEXIIS
IO TIRAEN) FryohBRhicibafelt
/ Checking web page( not periodically ) may work well
— BRFIVIEEEENDINDAREE, FEITOWLDTEZALEE
CNITFIVITBLNNELSEVNNDAE
Periodical Check may not work well ®

TH.. KYIZKEBLDIL...

31



i & / Workaround

A\
e B FrlNf-hD S I e sk A S

/

e Q|

Tt

iR A CHAAR TIE
EBEALLY / All's grist
that comes to his

mill ©

t

—

_NEZE!/ Important!




i & / Workaround

L &1
e B FrlNf-hD S I e sk A S

/

BRATHLFA TIE

,_
~—

RKELGELGDT2EFLVELE ©
/ Important Thing, and Said Twice ©

Tt

LIIAl CUITITO WW 1115

mill © _NEE!/ Important!
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Thank you!




Question?

|

E-mail: wakatono@todo.qgr.jp
Twitter: @wakatono
Web Site: http://d.hatena.ne.jp/wakatono/
http://www.pfsec.net/







